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Abstract:This paper introduces the eNSP network simulation tool platform and ACL working principle. Based on the eNSP
simulation software, the computer network technology training teaching design is carried out. The enterprise network environment is
simulated and analyzed, the training design concept is proposed, and the simulation networking is realized. By using ACL configuration,

the training design can meet the network security needs of enterprises.
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RES
GE0/0/0 | 10.0.13.1 | 255.255.255.0 | N/A
R1 (AR2220)
Loopback0| 1.1.1.1 |255.255.255.255| N/A
R2 (AR2220) | GE0/0/0 | 10.0.23.2 | 255.255.255.0 | N/A
GE0/0/0 | 10.0.13.3 | 255.255.255.0 | N/A
GEO0/0/1 | 10.0.23.3 | 255.255.255.0 | N/A
R3 (AR2220)
GE0/0/2 | 10.0.34.3 | 255.255.255.0 | N/A
LoopbackO| 3.3.3.3 [255.255.255.255| N/A
GE0/0/0 | 10.0.34.4 | 255255255.0 | N/A
R4 (AR2220) |LoopbackO| 4.4.4.4 |255.255.255.255| N/A
Loopback1 | 40.40.40.40 | 255.255.255.255 | N/A
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[R1]int g0/0/0
[R1-GigabitEthernet0/0/0]ip add 10.0.13.1 24
[R1-GigabitEthernet0/0/0]int loopback0
[R1-LoopBackOlip add 1.1.1.1 32
[R2]int g0/0/0
[R2-GigabitEthernet0/0/0]ip add 10.0.23.2 24
[R3]int g0/0/0
[R3-GigabitEthernet0/0/0fip add 10.0.13.3 24
[R3-GigabitEthernet0/0/0]int g0/0/1
[R3-GigabitEthernet0/0/1]ip add 10.0.23.3 24
[R3-GigabitEthernet0/0/1]int g0/0/2
[R3-GigabitEthernet0/0/2]ip add 10.0.34.3 24
[R3-GigabitEthernet0/0/2]int loopback0
[R3-LoopBackOJip add 3.3.3.3 32
[R4]int g0/0/0
[R4-GigabitEthernet0/0/0fip add 10.0.34.4 24
[R4-GigabitEthernet0/0/0]int loopback0
[R4-LoopBackOlip add 4.4.4.4 32
[R4-LoopBackO] int loopbackl
[R4-LoopBackllip add 40.40.40.40 32
£ R1 e & B L ARAT ping —c 1 10.0.13.3
A MR G R ANE 2 BRI s il i o, H
R L3 A s 1 e X
[R1]ping -c 1 10.0.13.3
PING 10.0.13.3: 56 data bytes, press CTRL C to break
Reply from 10.0.13.3: bytes=56 Sequence=1 ttl=255 time=650 ms
-—- 10.0.13.3 ping statistics --—-
1 packet(s) transmitted
1 packet(s) received

0.00% packet loss
round-trip min/avg/max = 650/650/650 ms
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[R1]ospf 1

[R1-ospf-1Jarea O

[R1-o0spf-1-area—0.0.0.0]network 10.0.13.0 0.0.0.2
55

[R1-0spf—1-area—0.0.0.0]network 1.1.1.1 0.0.0.0

[R2]ospf 1

[R2-ospf-1Jarea 0

[R2-o0spf—1-area—0.0.0.0]network 10.0.23.0 0.0.
0.255

[R3Jospf 1

[R3-ospf-1Jarea 0

[R3-ospf-1-area—0.0.0.0]network 10.0.13.0 0.0.0.
255

[R3-o0spf—1-area—0.0.0.0lnetwork 10.0.23.0 0.0.0.
255

[R3-o0spf—1-area—0.0.0.0lnetwork 10.0.34.0 0.0.0.
255

[R3-o0spf—1-area—0.0.0.0network 3.3.3.3 0.0.0.0

[R4]ospf 1

[R4—ospf-1]area O

[R4-o0spf—1-area—0.0.0.0network 10.0.34.0 0.0.0.
255

[R4-ospf—1-area—0.0.0.0]network 4.4.4.4 0.0.0.0

[R4-ospf—1-area—0.0.0.0]network 40.40.40.40 0.
0.0.0
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[R1]dis ip routing-table protocol ospf
Route Flags: R - relay, D - download to fib

Public routing table : OSPF
Destinations : § Routes : §

OSPF routing table status : <Active>
Destinations : S Routes : 5
Interface

Destination/Mask Proto Pre Cost Flags NextHop

3.3.3.3/32 OSPF 10 1 D 10.0.13.3 GigahitEthernet
0/0/0
4.4.4.4/32 OSPF 10 2 D 10.0.13.3 GigabitEthernet
0/0/0
10.0.23.0/24 OSPF 10 2 D 10.0.13.3 GigabitEthernet
0/0/0
10.0.34.0/24 OSPF 10 2 D 10.0.13.3 GigabitEthernet
0/0/0
40.40.40.40/32 OSPF 10 2 D 10.0.13.3 GigabitEthernet
0/0/0

OSPF routing table status : <Inactive>
Destinations : 0 Routes : 0
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[R1]ping -¢ 1 -a 1.1.1.1 4.4.4.4
PING 4.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 4.4.4.4: bytes=56 Sequence=1 ttl=254 time=760 s
--- 4.4.4.4 ping statistics ---
1 packet(s) transmitted
1 packet (s) received

0.00% packet loss
round-trip min/avg/max = 760/760/760 ns
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4.3 RFEZA ACL Bl E 52 AU b BT HA B W 48 3 K
TERIAZ O A R4 B 52K telnet DIREITIAH

PCE e BT 3 B E A AT
[R4]user—interface vty 0 4
[R4—ui-vty0—4Jauthentication-mode password
Please configure the login password (maximum

length 16):huawei
Pl B S M, S2TE TT 3BT M6 4 R 15

R4 [ A8 45 T telnet 3442, ANET 5 TR .

<R1>

<Rl>telnet 4.4.4.4
Press CTRL_] to gquit telnet mode
Trying 4.4.4.4 ...
Connected to 4.4.4.4 ...

Login authentication

Password:
<R4>

El5 Bl ACL AT R1 5 R4 11 telnet HEHEK]
m S AT RIOER R R AT LRGN & 5% R4, P2
IRAEE D TERI TG A R2 5 R4 B AR A%
HENT telnet 342, WK 6 FIT/R .

<R2>telnet 4.4.4.4
Press CTRL_] to quit telnet mode
Trying 4.4.4.4 ...
Connected to 4.4.4.4 ...

Login authentication

Password:
<R4>]|

Bl 6 TCE ACLTT R2 5 R4 1 telnet 44

A S K 6 FTLLUE I, RE S0 M4 R4
Z B % AT A R, I HLAHA telnet %565 , &R AT
PUBCIN i () D B £ Réd o 31X B AR JEAR A AN 4211 o ]
2545 T 51 AT DLGE A BC B AR E ACL R SEBLTT )i g
AR (1 5 TR A B S D I A R4 JEAR ACL
AT DAET ST B AL U5 TP Mk Tl g, 7F R4
acl T RIEHE— A5 ACL, JEA ACL (14453 il
J& 2000-2999

[R4]Jacl 2000

2T RAE ACL WL A, fii A rule g2 FLE ACL
FI 48 R 1D SR 5, e vr R ey 11,11

R SGE I, FAERS 4 0, RIRS AR DE L .
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[R4-acl-basic—2000Jrule 5 permit source 1.1.1.1

i rule A0S S AN, FRE MU ID S

10, 4E 484 2 U5 Mk (9 B A58 4 .
[R4-acl-basic—2000]rule 10  deny  source

any

ACL Fit & 58 U5 76 VTY il i inbound
S0, BIE R4 B8R AT 1) B A

[R4Juser—interface vty 0 4

[R4—ui-vty0—4Jacl 2000 inbound

PiC 5 U B R1BYFR[E] sk 1111
Vil 4.4.4.4 B93EEE, AN T FoR .

<Rl>telnet —-a 1.1.1.1 4.4.4.4
Press CTRL_] to gquit telnet mode
Trying 4.4.4.4 ...
Connected to 4.4.4.4 ...

Login authentication

Password:
<R4>

K7 BUE ACLJG R1 5 R4 Y telnet 142 4]
R PUECA [, AR5 24 07E R2 EiJ7[0] R4, A&
8 Ff/R e
<R2>telnet 4.4.4.4
Press CTRL_] to guit telnet mode
Trying 4.4.4.4 ...

Error: Can't connect to the remote host
<R2>]|

Kl 8 MBI ACLJS R2 5 R4 1 telnet K]
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iR ACL Bl & & 4450
4.4 AT %K ACL EiE e M R ER R M 28 5B 5k

FRAE A5 R 2535 11 O R R AYER [ 2 101
HfgiEad R4 B 4.4.4.4 HE4T telnet iR, {HIEARE
it 40.40.40.40 HEAT telnet $710) . WIS R1 HAES
31510 R4 19 10 34 (0] 1 M b8 S5 4%, B[R] s 222 D it
B0 A b AR AN H Gk E S D s E A AR
ACL 2 JCEESEIY, o ACL H BB o DT g 5 b bt
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acl fir A EHE—AN R ACL3000,

[R4]acl 3000

TER %% ACL MR, i rule v Al B ACL K
W] ip PSR, VIR 11,11 B fsbdik Ky
4444 EHE AR

[R4-acl-adv-3000]Jrule permit ip source 1.1.1.1 0

destination 4.4.4.4 0

i B S5E e , A ACL AL E (55, WK 9 iR,
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[R4-acl-adv-3000]dis acl all
Total quantity of nonempty ACL nuwber is 2

Basic ACL 2000, 2 rules

Acl's step is 5

rule 5 permit source 1.1.1.1 0 (1 matches)

rule 10 deny (1 matches)

Advanced ACL 3000, 1 rule

Acl's step is S5

rule 5 permit ip source 1.1.1.1 0 destination 4.4.4.4 O

K9 #rF ACL MBS EA
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KA 5, S — U LI 1D BR A 5. 6% ACL3000
FATE VTY T, ffi ] inbound 241, EI7E R4 %04l A
J7 1 EVEA

[R4]user—interface vty 0 4

[R4—ui-vty0—4]acl 3000 inbound

BLESERE 76 R (R PR R T bk 1.1.1.1 2%
iR 1J7 18] 40.40.40.40, 4i[El 10 iR

<R1>telnet -a 1.1.1.1 40.40.40.40
Press CTRL_] to quit telnet mode
Trying 40.40.40.40 ...
Error: Can't connect to the remote host
<R1>

B 10 BCE =% ACLJG R1 5 R4 11 telnet HE4E

AFDIIREEE], U 8 B 4508, R1T AN REfE R
5] (1 k177 1R) 40.40.40.40,
5 &RiE
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