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Intrusion Detection Method of Agriculture IoT
Based on Bidirectional LSTM and Improved PSO Algorithm
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Abstract:To improve the security of agriculture Internet of Things, an intrusion detection method based on bidirectional LSTM
and improved particle swarm optimization algorithm is designed according to the intrusion behavior characteristics of agriculture
Internet of things. An improved particle swarm optimization algorithm is proposed to optimize the parameters of the bidirectional
LSTM model. The bidirectional long—term and short—term memory neural network is used to extract the temporal characteristics of the
intrusion behavior, and the sofmax classifier is used for classification. Through the simulation intrusion experiment, the detection
effect of agriculture Internet of things intrusion detection method is tested. The experiment shows that the method in this paper has
higher detection rate and lower false detection rate than traditional methods when the types of intrusion behaviors increase, and it can
detect the intrusion behaviors of the agricultural Internet of Things more effectively.

Keywords:bidirectional LSTM; particle swarm optimization; agriculture IoT; intrusion detection
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