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Enterprise Private Network Based on Huawei DSVPN Technology
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Abstract: With the continuous development of technology, more and more enterprises have established their own branches in
various places and built enterprise—specific Hub—Spoke networks. Traditional IPSec VPN and GRE over IPSec technologies can
construct secure and reliable enterprise networks. However, these technologies are mainly used in fixed IP address scenarios.
Therefore, they cannot meet the requirements for dynamic IP interconnection service access and mutual access in hub—Spoke

scenarios. This paper proposes a hub—Spoke enterprise private network with high security based on Huawei dynamic smart VPN

technology. All branches of Spoke sites can communicate with each other under the protection of [PSec.
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No. Time. Source
136 56.235000 10.1.1.1

Destination Protocol Info

A4 B B OSPF LS Update

@ Internet Protocol, [src: 103.1.1.2 (103.1.1.2), Dst: 104.1.1.2 (104.1.1.2)|

@ Generic Routing Encapsulation (IP)

& Internet Pratucu1,|5rc: A VIS B BEN s al Je B B B ;o8 i 6o BB S G JE ER ) |

£ Open Shortest Path First

& OSPF_Header

B LS Update Packet

Number of LSAs: 4
@ LS Type: Router-LSA
® LS Type: Router-LSA
@ LS Type: Router-LSA
= LS Type: Network-LSA
LS Age: 1 seconds

Do Not Age: False
® Options: 0x02 (E)

Link-State Advertisement Type: Network-LSA (2)

Link State ID: 10.1.1.1

Advertising Router: 10.1.1.1 (10.1.1.1)

LS Sequence Number: 0x80000005

LS Checksum: 0x79ab

Length: 32

Netmask: 255.255.255.0

Attached Router: 10.1.1.1
Attached Router; 10.1.1.3

E2 OSPFiR i
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R KA RERMEKIEEFTE XIS HiE O R

JIT I IX 43K BOIP RNk R EARE S
101.1.1.1 255.255.255.252 GigabitEthernet0/0/0
P& 49.0000.0000.0001.00 102.1.1.1 255.255.255.252 GigabitEthernet0/0/1
100.1.1.1 255.255.255.252 GigabitEthernet0/0/2
. 100.1.1.2 255.255.255.252 GigabitEthernet0/0/0
PEI1 % % 49.0000.0000.0002.00 -
103.1.1.1 255.255.255.252 GigabitEthernet0/0/1
. 101.1.1.2 255.255.255.252 GigabitEthernet0/0/0
PE2 % % 49.0000.0000.0003.00 —
104.1.1.1 255.255.255.252 GigabitEthernet0/0/1
. 102.1.1.2 255.255.255.252 GigabitEthernet0/0/0
PE3 4% 49.0000.0000.0004.00 —
105.1.1.1 255.255.255.252 GigabitEthernet0/0/1
103.1.1.2 255.255.255.252 GigabitEthernet0/0/0
Hub % % 49.0000.0000.0005.00 192.168.10.1 255.255.255.0 LoopBack0
10.1.1.1 255.255.255.0 Tunnel0/0/0
104.1.1.2 255.255.255.252 GigabitEthernet0/0/0
Spokel %% 49.0000.0000.0006.00 192.168.20.1 255.255.255.0 LoopBack0
10.1.1.2 255.255.255.0 Tunnel0/0/0
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Ji )& IX 45 1P T RS AR
105.1.1.2 255.255.255.252 | GigabitEthernet0/0/0
Spoke2 B # | 49.0000.0000.0007.00 | 192.168.30.1 255.255.255.0 LoopBack0
10.1.1.3 255.255.255.0 Tunnel0/0/0

2.3 BLEDSVPN

1) P 3 4 Bt # (ISP X 4532 47 1SIS i1 I
PE1.PE2 DL PE3FiC B M) :

[Plisis 1

[P—isis—1] network—entity 49.0000.0000.0001.00

[P-GigabitEthernet0/0/0] ip address 101.1.1.1
255.255.255.252

[P-GigabitEthernet0/0/0] isis enable 1

[P-GigabitEthernet0/0/1] ip address 102.1.1.1
255.255.255.252

[P-GigabitEthernet0/0/1] isis enable 1

[P-GigabitEthernet0/0/2] ip address 100.1.1.1
255.255.255.252

[P-GigabitEthernet0/0/2] isis enable 1.

2) sk Hub B2 5 i (1217 ISIS ,OSPF \DSVPN
P 1PSec 130 -

[Hublipsec proposal 1 ///FiL ' IPSec & 4= $#E1L,
FAEUGIE N ) 55

[Hub—ipsec—proposal—1] encapsulation—-mode
transport

[Hub—ipsec—proposal—1] esp authentication—
algorithm sha2-512

[Hub—ipsec—proposal—1] esp encryption—
algorithm aes—256

[Hublike proposal 1 i F & 4t 8K\ IKE & 4 42
W

[Hublike peer Hub v1 ///Iit & IKE X} 254k

[Hub-ike—peer—Hub]pre—shared—key cipher
Security@123

[Hub—ike—peer—Hub]ike—proposal 1

[Hublipsec profile 1 /Bt & 1PSec ‘% 4 HESL

[Hub—ipsec—profile—1Jike—peer Hub

[Hub—-ipsec—profile=1] proposal 1

[Hub-isis—1] network—entity
49.0000.0000.0005.00

[Hub-GigabitEthernet0/0/0] ip address
103.1.1.2 255.255.255.252

[Hub-GigabitEthernet0/0/0] isis enable 1

[Hub-LoopBackO0] ip address 192.168.10.1
255.255.255.0
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[Hublinterface Tunnel0/0/0 ///F% i 22 11 F fid B
DSVPN

[Hub—Tunnel0/0/0] ip address 10.1.1.1 255.255.
255.0

[Hub—Tunnel0/0/0] tunnel—protocol gre p2mp

[Hub—Tunnel0/0/0] source GigabitEthernet0/0/0

[Hub—Tunnel0/0/0] ospf network—type broadcast

[Hub-Tunnel0/0/0] ipsec profile 1 ///k% i $%& I
I3 FH IPSec % 4 HEAE

[Hub=Tunnel0/0/0Jnhrp entry multicast dynamic
118752 >] NHRP #35

[Hub]ospf 1 router—id 10.1.1.1

[Hub—ospf—1-area—0.0.0.0] network 10.1.1.1 0.
0.0.0

[Hub—ospf—1-area—0.0.0.0] network 192.168.10.
10.0.0.0,

3) 43 3% Spokel . Spoke2 i JH it B 2 I Hub, Il
A E i 5 Hub it B AN [ 2 Ak -

[Spoke1-Tunnel0/0/0]Jospf dr—priority O

[Spoke1-Tunnel0/0/0]nhrp entry 10.1.1.1 103.1.
1.2 register ///F#ASHC B 58 NHRP L 5%

[Spoke2—~Tunnel0/0/0]ospf dr—priority O

[Spoke2—Tunnel0/0/0]nhrp entry 10.1.1.1 103.1.
1.2 register /R ASTC B S NHRP BT
3 M ER SIS 2 MIIE

R BT DL R B S 8 58 BUS L X A DSVPN
i Ml o AT 3 T A DA R 2 A B T < 3
L2 6 kA8 1A S eNSP i ECHCAFS, 001 58 Tk £ 19
45 B AR2220, LA 52 V200R003C00.

W& 3 7R, % B3 Hub 17 17 43 32 Spoke DA &
7332 Spokel Vi [0 73 32 Spoke2 #E 47 3% 8 4 13X, 28
3 B A o 28 i 3 PR E R, T LARER Tl 55 LS -
9 T JE 7R DSVPN 236 #4219 mGRE [ 38, Ui & 4
7, 43 XL Spokel 5 B Hub 4 48 T ## 2
mGRE [ , Spokel 5 Spoke2 ¥ & T 3125 mGRE %
SI=I 30 PN 7 STENE AN = LB S E A TR 8 g W T S
LA A display ipsec sa brief fiy 2 4% B L HE
Hub i% %543 51 5 Spokel . Spoke2 37 it X i) 1 4
2% IPSec 4 AR L S NP 5 BT, 76 55 Hub B8 24
M H GigabitEthernet0/0/0 B 5, WA
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B 249 L SCIE 2 S PR, O B Aol P 4
P 42 4 ] SEAR Y Ol T HE— 25 UL B AE DSVPN
IPSec 2 4 HE QXS B4 OR3P 9 6L, 72 55 Hub 3%
#4501 3 Spoke B UH 51 A TPSec 22 4x HE

£, FE S Hub B4 JEAT ICMP 42 SCIR , 1 i 72
Hub 548 GigabitEthernet0/0/0 23 P42 1T I B I
F| ICMP 2 3C 25 b, 28 W 4% 32 3 1 0 4k DA K 22 4
PEIRE , AR5 20T DL 2 36 SE B Hub—Spoke 2242
&G SCHUR N BT M 55 2 TR B T AR
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<Hub>ping -a 192.168.10.1 192.168.20.1

PING 192.168.20.1: 56 data bytes, press CTRL_C to break

Reply from 192.168.20.1: bytes=56 Sequence=1 ttl=255 time=80 ms

Reply from 192.168.20.1: bytes=56 Sequence=2 ttl=255 time=60 ms
Reply from 192.168.20.1: bytes=56 Sequence=3 ttl=255 time=60 ms
Reply from 192.168.20.1: bytes=56 Sequence=4 ttl=255 time=60 ms
Reply from 192.168.20.1: bytes=56 Sequence=5 ttl=255 time=70 ms
---192.168.20.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 60/66/80 ms

<Spokel>ping -a 192.168.20.1 192.168.30.1
PING 192.168.30.1: 56 data bytes, press CTRL C to break
Reply from 192.168.30.1: bytes=56 Sequence=1 ttl=255 time=50 ms
Reply from 192.168.30.1: bytes=56 Sequence=2 ttl=255 time=80 ms
Reply from 192.168.30.1: bytes=56 Sequence=3 ttl=255 time=60 ms
Reply from 192.168.30.1: bytes=56 Sequence=4 ttl=255 time=60 ms
Reply from 192.168.30.1: bytes=56 Sequence=5 ttl=255 time=70 ms

--- 192.168.30.1 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 50/64/80 ms

B3 &k iEEE

<Spokel>display nhzp peer all

P

Protocol-addr Mask NBMA-addr

NextHop-addr [ Type Flag

103.1.1.2 10.1.1.1 static hub

10.1.1.1 32

Tunnel interface: Tunnel0/0/0
Created time : 02:10:15
Expire time P

Protocol-addr  Mask NBMA-addr NextHop-addr Type Flag

10:1.1.3 32 105.1.1.2 10.1.1.3 dynamic route tunnel

Tunnel interface: Tunnel0/0/0
Created time : 00:05:05
Expire time : 01:54:58

Number of nhrp peers: 2
<Hub>display ipsec sa brief

Number of SAs:4

Src address Dst address SPI VPN Protocol Algorithm
""" 103.1.1.2  108.1.1.2 3217517986 0  ESP  E:AES-256 A:SHAZ 512_
e 104.1.1.2 103.1.1.2 3019586584 0 ESP E:AES-256 A:SHA2_512_
e 103.1.1.2 105.1.1.2 1937043211 0 ESP E:AES-256 A:SHA2 512
z:: 105.1.1.2 103.1.1.2 1312893180 0 ESP E:AES-256 A:SHA2 512

B4 mGREFZIER IPSeck£BH

100 44 235000
107 44.672000

1
108 44.719000 1.2 1.1.2
109 45.172000 103.1.1.2 104.1.1.2 ESP  ESP (SPI=Oxbfc76da2)
110 45.281000 104.1.1.2 1.1.2 ESP  ESP (SPI=Oxb3fb3c18)

@ Frame 106: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits)
@ Ethernet 1T, Src: HuaweiTe_3b:Dazbc (00:e0:fc:3b:0azbc), Dst: HuaweiTe 80:55:Fe (00:eD:fc:80:55:fe)
@ Internet Protocol, Src: 104.1.1.2 (104.1.1.2), bst: 103.1.1.2 (103.1.1.2)

I EncapsuTating Security Payload

ESP SPI: Oxb3fb3cl8
Esp Seauence: 1

o

703000 0.1
40'12.750000 0. 5 G s se

41 13.203000 192.168.10.1  192.168.20.1 ICMP Echo (ping) request (id=Oxdlab, seq(be/le)=768/3, tt1=255)
42 13.250000 192.168.20.1  192.168.10.1  Icup Echo (ping) reply  (idsOxdlab, sea(be/le=768/3, ttl=255)
43 13.719000 192.168.10.1  192.168.20.1 ICHP Echo (ping) request (id-Oxdlab, seq(be/1e)-1024/4, tt1-255)

44 13.813000 162.168.20.1  192.168.10.1 ICMP Echo (pina) replv  (id=Oxdlab. sea(be/le)=1024/4. tt1=255)

@ Frame 39: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
© Ethernet 1T, Sre: HuaweiTe_80:55:fe (00:e0:fc:80:55:fe), Dst: HuaweiTe_3b:0a:be (00:eO: fe:3b:0azhe)
* Internet pr otoco\ src: 103.1.1.2 (103.1.1.2), pst: 104.1.1.2 (104.1.1.2)
% Generic Routing Encapsulation (1P)
= Internet Pmtucm Sre: 102.166.10.1 (102.168.10.1), pet: 102.168.20.1 (192.168.30.1)
on

0x
Soauence number: 512 (0x0200)
ence number (LE): 2 (0x0002)
o Data (56 bytes)

E5 IPSeciiEIRHP

4

FH H AL 58 1PSec VPN GRE over IPSec 2547 A,
SIS HE DSVPN REHE T S35 Hi7E A Ml X 45 34 i (1)
BB, B o A W bk i B, R B A T
VPN [%i# . A< SC LA DSVPN R A, 48 H — b Hub-
Spoke 1MV M ZEAY 11T 5 58, % 7 S W [A)is H ISIS
OSPF . IPSec %5 Z AR | RBAEH AT H 35 1 Al ]
2R MR AL 8 T R 2% 2 A B 3R e W%
J7 Z& b 55 B0 19 48 4 M RE S A5 2 AR B il 2
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